onal cross lines on the remaining blank pages.

Important Note : 1. On completing your answers, compulsorily draw diag

50 will be treated as malpractice

en eg, 42+8

P

2. Any revealing of identilication, appeal to evaluator and /or equations written eg

usN (L4 ?@832
/
E@g”hm Semester B.E. Degree Examination, Dec.2017/Ja @9}8
@ Network Security
) Gy
Time: 3 hrs. —*:;::'"’/ by \\Mx. Marks:100
’\,Q ~Note: Answer any FIVE full questions, selectmg‘“\ 7
(/(7// atleast TWO questions from each par;\z}é\\xy
Q PART - A S
K3
1 a. Classify the varlo\is Securlty attacks and define them. /;‘;ﬁx\)/ (06 Marks)
b. Write a model for ne security and explain in detail. 0y \V// (06 Marks)
c. Encrypt the plaintext : ore money” using Hill cnphé\y&l:h the key below :
17 17 5 e N R
3 7 SN
key={21 18 21 (3 Y 6:‘1\;‘5
2 2.19 N y
R ¥ A5
Show calculations and cipher te‘xiﬁ ‘ \ (08 Marks)
02 e
2 a. Encrypt the message “We will %ﬂej;‘pafq@eﬁday using playfair cipher with a key
SSTORY ", (06 Marks)
b. With a neat diagram explain the smgle rou ;@ of DES encryption. (08 Marks)
c. Explain the counter mode of block c:ﬁhe(s (06 Marks)
\: - {O\
3 a. Perform encryption and decryptiof: RSK mhq=ile=? and M=35. (08 Marks)
b. With the help of a block dlagraﬁi\x?agm the preeeéj of public key exchange with the help
of certificate authority. \X (06 Marks)
c. With neat diagrams, descrltﬁéq% ways in which haén;fémctlons can be used. (06 Marks)
4 a. With neat diagram, explq/ @{gltal signature algorithm. /g\:)) (08 Marks)
b. List the requlrements ital signature. NN (04 Marks)
c¢. Explain arbitrated dlg gnatures technique. \5 (08 Marks)
\\- ~~~~~ 0) PART - B ol
: . ““‘\\> N
5§ a. Explainthe v Sphases of SSL handshake protocol. o (10 Marks)
b. Listand exp%il)r_ & SET participants with neat diagram. S~ (10 Marks)
\x V/ < CS\
6 a. Briefly des @a?e) the 3 classes of intruder. ‘\?/\-w A (06 Marks)
b. Explaj assword selection strategies in detail. o 6 (08 Marks)
c. Exp&in~ architecture of distributed intrusion detection in detail. \)\5&6 Marks)
7 a. 4\\\/@\ ¢ taxonomy of malicious programs and explain in brief. rks)
b. ADiscuss the following : g

8 a
b.

C\B E-mail viruses @

i) Phases of virus
iii) Worms. (12 Marks)

What are the different firewall configurations and explain it? (10 Marks)
What are the different types of firewall and explain packet filtering router in detail.(10 Marks)

* %k %k % %



